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Gmail Privacy Notice October 14, 2005

The Google Privacy Policy describes how we treat personal information when you use
Google's products and services, including information provided when yolu use Gmail. In
addition, the following describes our privacy practices that are specific to Gmail.
Personal information

+ You need a Google Account to access Gmail. Google asks for some personal
information when you create a Google Account, including your alternate contact
infformation and a password, which is used to protect your account from
unauthorized access. A Google Account allows you to access many of our
services that require registration.

« Gmaii stores, processes and maintains your messages, contact lists and other
data related to your account in order to provide the service to you.

« When you use Gmait, Google's servers automatically record certain information
about your use of Gmail. Similar to other web services, Google records
information such as account activity (including storage usage, number of log-
ins), data displaved or clicked on (including UI elements, ads, links); and other
log information (including browser tvpe, IP-address, date and time of access,
cookie 1D, and referrer URL).

Uses

« (Google maintains and processes your Gmail account and its contents to provide
the Gmait service to you and to improve our services. The Gmail service includes
refevant advertising and reiated links based on the IP address, content of

messages and other information related to your use of Gmai!
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services.

Information sharing and onward transfer
'« When you send email, Google includes infermation such as your email address
and the email itself as part of that email. _
« We provide advertisery only aggregated non-personal information such as the
aumber of Umes one of their sds was clicked. We de not sell, rent or otherwise

share youwr perscnal information with any third parfies except in the limited
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circumstances described in the Google Privacy Policy, such as when we believe

we are required to do so by law.
Your choices
« You may change your Gmail account settings through the Gmail "settings"
section.
+ You may organize or delete your messages through your Gmail account or
terminate your account through the Google Account section of Gmail settings.
Such deletions or terminations will take immediate effect in your account view.
Residual copies of deleted messages and =zzounts may take up to 60 days to be
deleted from our active servers and may remain in our offline backup systems.
« You may choose 10 use additional Gmail features, such as Google Talk. The
Google Talk service has its own privacy nctice available here.
More information
Google adheres to the US Safe Harbor privacy principles. For more information about

the Safe Harbor framework or our registration, see the Department of Commerce's web

site.
Further information about Gmail is available here.

For more information about our privacy practices, go to the full privacy policy. For

questions concerning the product or your account, please check out the Google Help

page,
©2007 Google - Gmail Home - Privacy Palicy - Program Policies - Terms of Use - Google
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Google Privacy Policy October 14, 2005

At Google we recognize that privacy is important. This Policy applies to all of the
products, services and websites offered by Google Inc. or its subsidiaries or affiliated
companies (collectively, Google's "services”). In addition, where more detailed
information is needed to explain our privacy practices, we post separate privacy notices

to describe how particular services process personal information, which are accessible

from the navigation bar {c the left of this notice.

Google adheres to the US safe harbor privacy principles of Notice, Choice, Onward
Transfer, Security, Data Integrity, Access and Enforcement, and is registered with the
U.S. Depantment of Commerce's safe harbor program.

If you have any questions about this Policy, please feel free to contact us through our
website or write to us at Privacy Matters, ¢/o Google Inc., 1600 Amphitheatre Parkway,
Mountain View, California, 94043 USA.

Information we collect and how we use it:

We offer a number of services th.at do not require you to register for an account or
provide any personal information to us, such as Google Search. in order to provide our
full range of services, we may collect the following types of information:

« Information you provide - When you sign up for a Google Account or other
Google service or promotion that requires registration, we ask you for personal
information (such as your name, email address and an account password). For
certain services, such as our advertising programs, we also request credit card

or other payment account :nformat:on whlch we maintain in encrypted form on

secure servers. ¥

» Google cookies - When you visit Google, we send one or more cookies - a

smali file containing a strmg of eharacters - to your computer that umquely

Most browsers arz injtially set up to accept cookies, but you can reset your

browser to refuss all cookies or to indicate when a ceookie is being sent.
However, some Google features and services may ot function propeily if your

caokies are disabied. .
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Log information - When you use Google services, our servers autcmatically
record information that your browser sends whenever you visit a website. These
server logs may include informa_tion such as your web request, Internet Protocol
address, browser type, browser lanquage, the date and time of your reguest and
one or more cookies t.hat may uniquely identify your browser.

Usar communications - When you send email or other communication to
Google, we may retain those communications in order to process your inquiries,
respond to your requests and improve our sarvices.

Affiliated sites - We offer some of our services in connection with other web
sites. Personal information that you provide o those sites may be sent to Google
in order to deliver the service. We process such information in accordance with
this Policy. The affiliated sites may have different privacy practices and we
encourage you to read their privacy policies.

Links - Google may present links in a format that enables us to keep track of
whether these links have been followed. We use this information to improve the
quality of our search technology, customized content and advertising. For more
information about links and redirected URLs, please see ocur FAQs.

Other sites - This Privacy Policy applies to web sites and services that are
owned and operated by Gooale. We do not exercise control over the sites
displayed as search results or links from within our various services. These other
sites may place their own cookies or other files on your computer, collect data or

solicit personal information from you.

Gaogle only processes personal information for the purposes described in the applicable

Privacy Policy and/or privacy notice for specific services. In addition to the above, such

purposes include:

Providing our products and services to users, including the display of customized
content and advertising;

Auditing, rgsearch and analysis in order to maintain, protect and improve our
sarvices;
Ensuring the techrical funetioning of our network; and

Developingjnew services.

You can find merq information about hiow we process personal information by rfarring

to the privaey notit)es for particuiar services.

Google processes

ersonal information on our servers in the United States of America
1

and e other EOUI"tFiEE',. In some cases, we process personal inforiation on 2 server

outside your own country. We may process personal information to provide our own
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services. In some cases, we may progess personal information on behalf of and
according to the instructions of a third party, such as our advertising partners.

Choices for personal information | _

When you sign up for a particular service that requires registration, we ask Yot to
provide personal information. If we use this information in a manner different than the
purpose for which it was collected, then we will ask for your consent prior to such use.
If we propose to use personal information for any purposes other than those described
in this Policy and/or in the specific service notices, we will offer you an effective way to
opt out of the use of personal information for thase other purposes. We will not collect

or use sensitive_information for purposes other than those described in this Policy

and/for in the specific service notices, unless we have obtained your prior consent.

You ¢an decline to submit personal information to any of our services, in which case
Google may not be able fo provide thase services 1o you.

Information sharing

Googie only shares persona! information with other companies or individuals outside of
Googie in the following limited drcumstances:

+« We have your consent. We reguire opt-in consent for the sharing of any
sensitive persona! information.

- We provide such information to our subsidiaries, affiliated companies or cther
trusted businesses or persons for the purpose of processing personal information
on our behalf. We require that these parties agree to process such information
based on our instructions and in compliance with this Policy and any other
appropriate confidentiaiity and security measures.

+ We have a good %ith belief that access, use, preservation or disclosure of such
information is reasonably necessary to (a) satisfy any applicable law, regulation,
legal process or enforceable governmental reguest, (b) enfarce applicable Terms
of Service, including investigation of potential violations thereof, {(c) detect,
prevent, or otherwise address fraud, security or technical issues, or (d) protect
against imminent harm to the rights, property or safety of Google, its users or
the public as required or permitted by law.

If Google becomes involved in a merger, acquisition, or any form of sale of some or ali
of its assets, we will provide notice before personal information is transferred and
becomes subject (o a differsnt privacy policv.

We may share with third narfies certain pieces of aggregated, non-personal information,
such as the number of users who. searched for a particular term. for example, or how

many users clicked on a particular advertisesent. Such information does net identify




you individually.

Please confact us at the address below for any additional questions about the
manageiment or use of personal data.

Information security

We take appropriate security measures to protect against unauthorized access to or
unauthorized alteration, disclosure or destruction of data. These include internal reviews
of our data cqlfection, storage and processing practices and security measures, as well
as physical security measures to guard against unauthorized access to systems where
we store personal data,

We restrict access to personal informaticn 1o Google employees, contractors and agents
who need to know that information in order tc operate, develop or improve our
services. These individuals are bound by confidentiality obiigations and may be subject
to discipline, including termination and criminai prosecution, if they fail to meet these
obligations.

Data integrity

Google processes personal information only for the purposes for which it was collected
and in accordance with this Policy or any applicable service-specific privacy notice. We
review our data collection, storage and processing practices to ensure that we only
collect, store and process the personal information needed to provide or improve our
services. VWe take reasonable steps to ensure that the personal information we process
is accurate, complete, and current, but we depend on our users to update or correct
their personal information whenever necessary.

Accessing and updating personal information

When you use Google services, wa make good faith efforts to provide you with zccess
to your personal information and either to correct this data if it is inaccurate or to delete
such data at your request if it is nbt otherwise required to be retained by v or for
legitimate business puiposes. We ask individual usars to identify themselves and the
information requested to be accessed, corrected or removed before processing such
requests, and we may decline to process requests that are unreasonably repetitive or
systematic, require disproportionate technical effort, jeopardize the privacy of others, or
would be extremely impracticat (for instance, requests ceneeming information residing
on backup tapes), or for which access is nct Ciherwise required. In any case where we
provide inforrnation access and correction, we perform this service free of charge,
except if doing sc would require a disproportionate effort, Some of our services have
different procedures to access, correct oF delete users persondl information. We srcvide

the details for these rrogedures in the spedific privacy notces or FAQs for these
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services,

Enforcement

Google regularly reviews its compfiance with this Policy. Please feel free to direct any
questions or concerns regarding this Policy or Google's treatment of personal
information by contacting us through this web site or by writing to us at Privacy
Matters, cfo Google Inc., 1600 Amphitheatre Parkway, Mountain View, California,
94043, USA. When we receive formal written complaints at this address, it is Google's
policy to contact the complaining user regarding his or her concerns. We will cooperate
with the appropriate regulatory authorities, including local data protection authorities, to
resolve any complaints recarding the transfer of personal data that cannot be resolved
between Google and an individual,

Changes to this policy

Please note that this Privacy Policy may change from time to time. We will not reduce
your rights under this Policy without your explicit consent, and we expect most such
changes will be minor. Regardiess, we will post any Policy changes on this page and, if
the changes are significant, we will provide a more prominent notice (including, for
certain services, email notification of Pclicy changes). Each version of this Policy will be
identified at the top of the page by its effective date, and we will also keep prior

versions of this Privacy Policy in an archive for your review.

If you have any additional questions or concerns about this Policy, please feel free to
contact us any time thicuch this web site or at Privacy Matters, c/o Google Inc., 1603
Amphitheatre Parkway, Mountain View, California, 94043, USA.
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Langinsenaud 3
Microssft Online Privacy Statement (last updated: January 2006)
view the privacy notice sighlights

TRUSTe Microsoft is committed to protecting your privacy. Please read the Microsoft

Online Privacy Statement below and also any supplemental information
listed to the right for additional details about particular Microsoft sites and
o vERIFY Services that you may use.

This Microsoft Online Privacy Statement applies to data collected by Microsoft through
the majority of its websites and services, as well as #s offiine product support seivices.
It does not apply to those Microsoft sites, services and products that do not display or
link to this statement or that have their own privacy statements.

Collection of Your Personal Information

In order to access some Microsot services, you will be asked to sign in with an e-mail

address and password, which we refer to as your credentials. In most cases, these

credentials will be part of the Microsoft Passport Network, which means you can use the
same credentials to sign in to many different Microsoft sites and services, as well as
those of select Microsoft partners. By signing in on one Microsoft site or service, you
may be automatically signed into other Micrcsoft sites and services. If you access our
services via @ mobile phone, you may alse use your telephone number and a PIN as an
alternative credential to your username and password. As part of creating your
credentials, you may also be requested to provide questions and secret answers, which
we use to help verify your identity and assist in resetting your password, as well as an
alternate email address. Some services may require added security, and in these cases,
you may be asked to create an additional security key. Finally, a unique ID number will
be assigned to your credentiats which wili be used to identify your credentials and
associated information.

At some Microsoft sites, we ask you to provide personal information, such as your e-
mait address, name, home or work address or telephone number, We may alsc collect
demographic information, such as your ZIP? code, age, gender, preferences, interests
and favorites. If you choose to make a purchése ¢r sign up for a paid subscription
service, we will ask for additional information, such: as your credit card number and
billing address, that is use’t {0 create a Microsoft billing account.

We may coilect information about your visii, including the pages you view, the links you
click and ether actions taken in connection with Microsoft sites and services. We aiso
collect certain standard information that your browser sends te every website you visit,

such as your IP address, browsar tvpe and [ahguags, access times and
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referring website addresses.

When you receive newsletters or promotional e-mail from Microsoft, we may use web
beacons {described below), customized links or similar technologies to determine
whether the e-mail has been opened and which links you click in ordér to provide you
more focused e-mail communications or other information.

In order to offer you a mare consistent and personalized experience in your interactions
with Microsoft, information coflected through one Microsoft service may be combined
with information obtained through other Micresoft services. We méy also supplement
the information we coliect with information obtained from other companies. For
example, we may use services from other companies that enable us to derive a general
geographic area based on your IP address in order to customize certain services to your
geographic area.

Use of Your Personal Information

Microsoft collects and uses your personal information to operate and improve its sites
and deliver the services or carry out the transactions you have requested. These uses
may include providing you with more effective customer service; making the sites or
services easier to use by eliminating the need for you to repeatedly enter the same
information; performing research and analysis aimed at improving our products,
services and technologies; and displaying content and advertising that are customized
to your interests and preferences.

We also use your personai information to communicate with you. We may send certain
mandatory service communications such as welcome letters, billing reminders,
information on technical service issues, and security announcements. Some Microsoft
services, such as MSN Hotmail, may send periodic member letters that are considered
part of the service. We mav also occasionally send you product surveys or promotional
mailings to inform you of other produdts or services available from Microsoft and its
affiliates.

Personal information collected on Microsoft sites and services may be stored and
nrocessed in the United States or any other country in which Microsoft or its affiliates,
subsidiaries or agents maintain facilities, and by using a Microsoft site or service, you
consent to any such transfer of information outside of your country. Microsoft abides by
the safe harbor framework as set forth by the U.5. Department of Comimerce regarding
the collection, use, and refentior: of data from the European Union,

Sharing of Your Persenal Information

Except as described in this stztement, we wilt not disclose your personal information
outside of Microsoft ancf it= controfied subsidiaries and affiliates without your consent,
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Sume Microsoft sites allow you to choose to share your personal information with select
Microsoft partners so that they can contact you about their products, services or offers.
Other sites, such as MSN, do not share your contact information with third parties for
marketing purposes, but instead may give you a choice as to whether you wish o
recelve communications from Microsoft on behalf of external business partners about a
partner's particular offering (without transferning your personal information to the third

party). See the Communication Preferences section helow for more information.

Some Microsoft services may be co-branded and offered in conjunction with another
company. If you register for or use stich services, both Microsoft and the other
company may receive information: coliected in conjunction with the co-branded services.
We occasionally hire other companies to provide limited services on our behalf, such as
handling the processing'and delivery of mailings, providing customer support, hosting
websites, processing transactions, or performing statistical analysis of our services.
Those companies will be permitted to obtain only the personal information they need to
deliver the service. They are required to maintain the confidentiality of the information
and are prohibited from using it for any other purpcse.
We may access and/or disclose your personal information if we believe such action is
necessary to: (a) comply with the law or legal process served on Microsoft; (b} protect
and defend the rights or property of Microsoft (including the enforcement of our
agreements); or (c) act in urgent circumstances to protect the personal safety of users
of Microsoft services or members of the public.
Accessing Your Personal Information
You may have the ability to view or edit your perscaal information online. In order to
help prevent your persona! information from being viewed by others, you will be
required to sign in with your credentials ‘e-mail address and password). The
appropriate method(s) for accessing your personal information wil! depenc on which
sites or services you have used.

« Microsoft.com - You €an access and update your profile on microsoft.com by

visiting the Microsoit.com Profile Center,

« Microsoft Billing'and Account Servicas - If you have a Microsoft Billing
account, you can add to or update your information at the Microsoft Billing
website by clicking on the "Personat Informzation” or "Billing Information” links.

« Microsoft Connect - If vou are 2 registared user of Microsoft Connect, you can

access and edit your persanal inforrsatios by clicking Manage Your Connect
Profile at the Microsoft Connect velbsite, .
« MSN & Windows Live - If you have used MSN or Windows [Live services, you
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can update your profile information, change your password, view the unique ID
associated with your credentials, or close certain accounts by visiting MSN /
Windows Live Account Services.

+ MSN Public Profiie - If you have created a public profile on MSN, you may also
edit or delete informaticn in your public pfoﬁ!e by going to the MSN Member
Directory.

s MSN Keyword Advertising - If you buy MSN Keyword advertising, you can

review and edit your persona! information at the MSN adCenter website.

» Microsoft Partner Programs - If you are registered with Microsoft Partner
Programs, you can review and edit your profile by clicking Manage Your Account

on the Partner Program website.

« Xbox - If you are an Xbox Live or Xbox.com user, you can access and edit your
personal information on the My Xbox page on Xbox.com or on your console by
selecting Privacy Sefttings under Edit Gamer Profile on Xbox 360, or selecting the
Info Sharing optica in Accotint Management for the Criginat Xbox Live
dashboard.

Some Microsoft sites o services may collect persona! information that is not accessible
via the links above. Howsaver, in such cases, you may be able to access that information
through alternative means of access described by the service. Or you can write us by
using our Web form_ and we will contact you within 30 days regarding your request.
Communication Preferences

You can stop the deliverv of future promotional e-mail from MicrosoR sites and services
by following the specific instructions in the 2-mail you receive,

You may also have the option of proactively naking choices about the communications
you receive from particular Microsoft sites or services by visiting and signing into the
failowing pages: '

+ The Microsoft.com Profile Center allows you to choose whether you wish to

receive marketing communications from Microsoft.com, to select whether
Microsoft.com may share your contact information with selected third parties,
and to subseribe or unsubscribe to newslelters about our products and services.

- The MSN & Windows Live Communications Preferences page ailows you to

chocse whether you wish to receive marketing material from MSN or Windows
Live, You may subscribe and unsubscribe to MSN Newsletters by going to the
MSN Newsletters website. _

« [fyou have an _@:mm or Xbox Live account, you can set your contact

preferences and ~hoose whether to share your contact information with Xbox
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partners on the My Xbox page on Xbox.com or on your console by selecting
Privacy Settings under Edit Gamer Profile on Xbox 360, or selecting the Info
Sharing option in Account Management for the Original Xbox Live dashboard..
« If you are regiétereci with Microsoft Partner Programs, you can set your contact
preferences or choose to share your contact information with other Microsoft

partners by dlicking Manage Your Account o the Partner Program websita,

These communication choices do not apply to mandatory service comimunications that
are considered part of certzin Microsoft services, which you may receive periogicaliy
uniess you cancel the service.

Security of Your Personal Information

Microsoft is committed to protecting the security of your perscnal information. We use a
variety of security technoiogies and procedures to help protect your personal
information from unauthorized access, use, or disciosure. For example, we store the
personal information you provide on computer systems with limited access, which are
located in controlled faciliies, When we transmit highly confidential informaticn (such
as a credit card number or password) over the Internet, we protect it through the use
of encryption, such as the Secure Socket Layer (S5L) protocol.

If a password is used {o help protect your accounts and personal information, it is your
responsibility to keep your password confidential. Do not share this information with
anyone, If you are sharing a computer with anyone you should always choose to log out
before leaving a site or service to protect access t¢ your information from subseguent
users.

Collection and Use of Children's Personal Enformation

Many Microsoft sites and services are intended for general audiences and do not
knowingly collect any personal information from children. When a Microsoft site does
coflect age information, and users identify themselves as under 13, the site will either
block such users from providing peisonal informzton, or will seek to obtain consant
from parents for the collection, use and sharing of their children's personal information.
We will not knowingly ask children under the age of 13 to provide more information
than is reasonably necessary tc provide our services.

Please note that if you grant consent for your child to use Microsoft services, this will
include such general audience communication services as e-mail, instant messaging,
and online groups, and your child wili be able to communicate with, and disclose
persenal information te, other users of all ages. Parents can change or revoke the
consent choires previousky r_nade, and review, edit or request the deletion of their

children's nersonal information, For example, on MSN and Windows Live, parents can
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visit Account Services, and click on "Permission for kids." If we change this privacy
statement in a way that expands the collection, use or disclosure of children’s personal
information to which a parent has previously consented, the parent wiil be notified and
we will be required to obtain the parent's additional consént. _

If you have an MSN Premium, MSN Plus, or MSN 9 Dial-Up account, you can choose to
set up MSN Parental Contrals for the other users of that account. Please read the
supplemental information for MSN Premium for further information. We aisa offer an

area that is specifically designed for children at http://kids.msn.com/ which has a

special privacy statement that informs chiidren and parents about the MSN Kids area,
describes the additional privacy protections provided in this area, and provides children
with tips on how to protect themselves online.

We encourage you to tafk with your children about communicating with strangeis and
disclosing personal information online. You and your child can visit our online safety
resources for additional information about using the Internet safely.

Use of Cookies

Microsoft websites use "cockies” to enable you to sign in to our services and to help
personalize your online experience. A cookie is a small text file that is placed on your
hard disk by a Web page server. Cookies contain information that can later be read by a
web server in the domain that issued the cookie to you. Cookies cannot be used to run
programs or deliver viruses to your computer.

Microsoft websites use cookies to store your preferences and other information on your
computer in order to save you time by eliminating the need to repeatedly enter the
same information and te aisplay your personalized content and appropriate advertising
on your later visits to these sites.

Whet you sign in to & site using your credentials, the Microsoft Passport Network stores
your unique ID nuiber, and the time you signed in, in an encrypted cookie on your
hard disk. This cookie a2liows you to meve from page to page at the site without having
to sign in again on zach page. When you sign out, these cookies are deleted from your
computer, The Passport Network alse uses cookies to improve the sign in experience.
For example, your e-maif address may be stored in a cookie that will remairn on your
computer after you sign out. This cookie ailows your e-mail address to be pre-
populated, so that you will oniy need to type your password the next time you sign in.
If you are using a public computer or do not otherwise want this information to be
stored, you can select the appropriate radio button or the sign-in page, and this cookie
will not be used.

You hiave the ability to accept or deciine coakies. Most Wab browsers autornatically
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accept cookies, but you can usually modify your browser setting to decline cookies if
you prefer. If you choose to dedline cookies, you imiay not be able to sign in or use other
interactive features of Microscft sites and services that depend on cookies.

Use of Web Beacons

Microsoft Web pages may contain electronic images known as Web beacons -
sometimes called single-pixel gifs - that may be used to assist in delivering cookies on
our sites and allow us to count users who have visited those pages and to deliver co-
branded services. We may include Web beacons in promotional e-mail messages or our
newsletters in order to determine whether messages have been opened and acted
upon.

Microsoft may also employ Web beacons from third parties in order to help us compile
agqregated .étatistics and determine the effectiveness of our promotional campaigns.
\We prohibit Web beacons on our sites from being used by third parties to collect or
access your personal information.

Finally, we may work with other companies that advertise on Microsoft sites to place
Web beacons on their sites in order to allow us to develop statistics on how often
dlicking on an advertisernent on a Microsoft site results in a pusrchase or other action on
the advertiser's site.

Use of Third Party Ad Networks

The majority of the online banner advertisements you see on Microsoft Web pages are
dispiayed by Microsoft. However, we aliow other companies, called third-party ad
servers or ad networks, to display advertisements on Microsoft Web pages, Some of
these ad networks miay place a persistent cookie on your computer in order to
recogriize your computer each time they send you an online advertisement. In this way,
ad networks may compile information about where you, or others who are using your
computer, saw their advertiseriients and determine which ads are clicked on. This
information allows an ad network to deliver targeted advertisements that they believe
will be of most interast to you. Microsoft does not have access to the cookies that may
be placed by the third-party ad servers or ad networks.

Microsoft maintains relationships with a number of * 2 third-party ad networks currently
operating such as: Avenue A; BlueStreak; DoubleClick; Mediaplex; Pointroll; RealMedia;
TangoZebra; and Unicast; Thosa ad networks that use persistent cookies may offer you

a way to opt out of ad targeting. You mav 5n:3 more information at the website of

either the individual ad network or the Network Advertising Initiative.
Conftroliing "Spam” or Unsclicited E-mail

ft

Microso™ iz concerned about controlling unsoliciter commerdial e-mail, or “span,
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Microsoft has a strict Anti-Spam Policy prohibiting the use of a Hotmail or other MSN e-
maill account to send spam. Microsoft will not sell, iease or rent its e-mail subscriber lists

o third parties. While Fizrosoft continues to actively review and implement new
technology, such as expandad filtering features, there is no currently available
technology that will totally prevent the sending and receiving of unsolicited e-mail.
Using tools such as the Inbox Protector and being cautious about the sharing of your e-
mai! address while online will help reduce the amount of unsolicited e-mail you receive.
TRUSTe Certification

Microsoft is a member of the TRUSTe Privacy Program. TRUSTe is an independent, non-
profit organization whose mission is to build trust and confidence in the internet by
promoting the use of fair information practices. Because we want to demonstrate our
commitment to your privacy, we have agreed to disciose our information practices and
have our privacy practices reviewed for compliance by TRUSTe. The TRUSTe program
covers only information that is coliected through Microsoft's websites, and does not
cover information that may be collected through software downloaded from such sites.
Enforcement of This Privacy Statement

If you have guestions regarding this statement, you shoutd first contact us by using our
Web form. If you do not receive aciknowledgement of vour inquiry or your inguiry has
not been satisfactorily addressed, you shouid then contact

hitp:/ /www truste.org/consumers/watchdogq complaint.php. TRUSTe will serve as a

liaison with Microsoft to resoive your concerns.

Changes to This Privacy Statement

We will occasionally update this privacy statement to reflect changes in our setvices and
customer feedback. When we post changes to this Statement, we wili revise the "last
updated” date at the top of this statement. If there are material changes to this
statement or in how Microsoft will use your personal information, we will notify you
either by prominently posting a notice of such ¢hanges prior to implementing the
change or by directly sending you & notification. We encourage you to periodically
review this statement to be informed of how Microsoft is protecting your information.
Contacting Us

Microsoft welcomes yotir comments regarding this privacy statement, If you have
guestions about this statlzment or belizve th=* we hava not adhered to it, please contact

us by using our Web form,

Microsoft Fiivacy. Microso™ Corporation, One Microsoft Way, Redmend, Washington
98052 - 425-282-8080
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To find the Microsoft subsidiary in your country or region, see

http://www. microsoft.coris/wordwide/,

Supplemental Privacy Information
» Maps & Virtual Earth
« Messenger
» Microsoft Passport Network
« MSN Sites & Services
« MSN Premium Software
« Microsoft Office Live

« Office Online

« Support Services

« Windows Live

« WinuowsMedia.com

« Windows OneCare
- Xbox LIVE and Games for Windows — LIVE

« Zune
Related Links
« Security at Home
+ Trustworthy Computing

« FIC Privacy Initigtives
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The world's internet superpower faces testing times

y China Antiust™e™ Diversification  Cooy
{Google Search ) {Tm Feeling Wary )

Get article background
RARELY if ever has a company risen so fast in so0 many ways as Google, the world's

most popular search engine. This is true by just about any measure: the growth inits

market value and revenues; the number of people clicking in search of news, the
nearest pizza parlour or a sateliite image of their neighbour's garden; the volume of its
advertisers; or the number of its lawyers and lobbyists.
Such an ascent is enough to evoke concerns—both paraneid and justified. The list of
constituencies that hate ¢+ fear Google arows by the week. Television networks, book
publishers and newspapzr owners feel that Google has grown by using their content
without paying for it. Tefecoms firms such as America’s AT&T and Verizon are miffed
that Google prospers, in their eyes, by free-riding on the bandwidth that they provide;
and it is about to bid against them in a forthcoming auction for radio spectrum. Many
small firms hate Google because they relie on exploiting its search formulas fo win

. prime positions in its rankings, but drep'ped' ta the interret's equivalent of Hades after
Google tweaked these algorithms. |




And now come the politicians. Lihartarians disiike Google's deai with China's censors.
Conservatives moan about its uncensored videos. But the big new fear is to do with the
privacy of its users. Googie's business model (see article) assumes that people will
entrust it with ever more information about their lives, to be stored in the company's
"doud" of remote computers. These data begin with the logs of a user's searches (in
effect, a record of his interests) and his responsas to advertisements. Often they extend
to the user's e-mail, calendar, contacts, documents, spreadsheets, photos and videos. .
They could soon include even the user's medical records and precise location
{determined from his mobile phone).

Mare IJP Morgan than Bill Gates

Google is often compared to Microsoft (another enemy, incidentally); but its evclution is
actually closer to that of the banking industry. Just &s financiat institutions grew o
become repositories of people's money, and thus guardians of private information abecut
their finances, Google is now turning iro a custodian of a far wider and more intimate
range of information about individuals. Yes, this applies also to rivals such as Yahoo!
and Microsoft. But Google, through the sheer speed with which it accumulates the
treasure of information, wili be the ane to test the limits of what society can tolerate.

It does not help that Google is often seen as arrogant. Granted, this complaint often
comes from sour-grapes rivals. But many others ara put off by Google's cocksure
assertion of its own holiness, as if it merited unguestioning trust. This after ali is the
firm that chose "Don't be evil” as its corporate motts and that explicitly infones that its
goal is "not to make money", as its hoss, Eric Schraidt, puts it, but "to change the
world". Its ownership structure is set up to protect that vision.

Ironically, there is something rather cioudlike about the multiple complaints surrounding
Google. The issues are best parted into two cumuli: a set of "public” arguments about
how to regulate Google; and a set of "private” ones for Google's managers, tc <o with
the strategy the firm needs to get through the coming storm. On both counts, Google—
contrary to its own propaganda—is much bettar iucged as being just like any other
"evil" money-grabbing company.

Grab the money

That is because, from the public point of view, the maln contribution of all companies to
sodiety comes from maring profits, nct giving things away. Google is a good example of
this, Its "goodness” stars less from all that guff 27 »ut corporate altruism than from
Adan Smith's invisibl= hand. It provides a service that others find vary usefulb—armely
heiping pecile to find information (at no eharge) and lelting advertisers promote their

wares to those people in a finely targeted way.
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Given this, the onus of proof is with Google's would-be prosecutors to prove it is doing
something wrong. On antitrust, the price that Google charges its advertisers is set by
auction, so its monopolistic clout is fimited; and it has yet to use its dominance in one
market to muscle into others in the way Microsoft did. The same presumption of
innocence goes for copyright and privacy. Google's book-search product, for instance,
arguably helps rather than hurts publishers and authors by rescuing books from
obscuiity and encouraging readers t¢ buy copyrighted works. And, despite Big
Brotherish talk about knowing what choices people will be making tomortrow, Google
has not beirayed the trust of its users over their privacy. If anything, it has been better
than its rivals in standing 4up to prying governments in both America and China.

That said, conflicts of interast will become inevitable—especially with privacy. Google in
effect controls a dial that, as it sells ever more services to you, could move in two
directions. Set to one side, Google could voluntarily destroy very quickly any user data
that it collects. That would assure privacy, but it would limit Google's profits from selling
to advertisers information about what you are duing, and make those services less
useful. If the dial is set to the other side and Google hangs on to the information, the
services will be more useful, but some dreadful intrusions into privacy could occur.,

The answer, as with banks in the past, must lie somewhere in the middle; and the right
point for the dial is likely to change, =5 circumstances change. That wili be the main
public interest in Google. But, as the bankers (and Bill Gates) can attest, public scrutiny
also creates a private chawenge for Google's managers: how should they present their
case?

One obvious strategy is to allay concerns over Geogle's trustworthiness by becoming
more transparent and opening up more of its processes and plans to scrutfiny. But it
also needs a deeper change of heart. Pretending that, just because your founders are
nice young men and you give away lots of services, society has no right to question
your motives no longer seems sensible, Google is a capitalist tool—and a useful one.
Better, surely, to face the coming storm on that foundation, than on a trite siogan that

couid be your undoing.
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